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Abstract

The paper focuses on investigating secure transmission in wireless powered communication
networks (WPCN) that involve multiple energy-constrained relays and one energy-constrained
source. The energy is harvested from a power beacon (PB) while operating in the presence of
a passive eavesdropper. The study primarily aims to achieve energy-efficient secure
communications by examining the impact of channel estimation on the secrecy performance
of WPCN under both perfect and imperfect CSI scenarios. To obtain practical insights on
improving security and energy efficiency, we propose closed-form expressions for secrecy
outage probability (SOP) under the linear energy harvesting (LEH) model of WPCN.
Furthermore, we suggest a search method to optimize the secure energy efficiency (SEE) with
limited power from PB. The research emphasizes the significance of channel estimation in
maintaining the desired performance levels in WPCN in real-world applications. The
theoretical results are validated through simulations to ensure their accuracy and reliability.
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1. Introduction

The advent of fifth-generation (5G) mobile communications has paved the way for the

Internet of Things (10T), which has a broad range of potential applications such as industrial
control, remote health monitoring, and traffic control [1]. However, 10T devices typically have
limited resources in terms of energy and computing power. Thus, energy efficiency is a critical
factor in 10T systems [2], particularly since many loT devices are designed to operate for
extended periods of time. Wireless powered communication networks (WPCN) are a practical
solution for maintaining the long-term operation of 10T devices. WPCNSs consist of both
wireless information transfer (WIT) and wireless power transfer (WPT) methods [3, 4].

Compared to traditional charging methods, WPCNs can be powered by batteries or RF
signals from the environment. This allows the wireless system to stay connected at all times,
effectively extending its lifespan and significantly improving network throughput and
reliability [5]. Although WPCNSs have these advantages, security remains a concern due to
potential eavesdropping threats [6, 7]. To enhance security in WPCNSs, Physical Layer Security
(PLS) methods use the unique characteristics of wireless channels for secure transmission [8-
13]. It is worth noting that, unlike literature [13], which is key based, we mainly focus on how
to improve physical layer security derectly.

Secrecy Outage Probability (SOP) is often used to measure the performance of PLS in
wireless physical layer secure transmission. SOP represents the probability that the achievable
secrecy rate falls below the target secrecy rate [14]. In recent years, numerous studies have
investigated the SOP of WPCNs [11-15]. In [15], the authors consider three relay selection
schemes that select the best Power Beacon (PB) by source, namely Best Relay by Source
(BRS), Best Relay Randomly (BRR), and Best Relay by Best PB (BRBP), respectively.
Another study analyzed the outage probability of SWIPT-WPCN networks with nonlinear EH
models by using time-switched receiver architecture for information decoding and EH [16]. In
[17], an EH jammer was employed to minimize the SOP in wiretap WPCN systems. Literature
[18, 19] analyzed the SOP under imperfect Channel State Information (CSI) using Transmit
Antenna Selection (TAS).

The above results consider all the scenarios under perfect CSI. However, it is worth noting
that obtaining ideal CSlI is difficult in practice due to the incomplete feedback and influence
of channel estimation error. Recently, several works have investigated the scenarios under
imperfect CSI. In [20], both SOP and connection outage probability (COP) are investigated
under partial CSI. In [21], the authors obtained an analytical expression for SOP under the
imperfect CSI in the wireless-powered multi-antenna relaying system. In [22], the authors
examined the design of a power-splitting with relay selection scheme, and derived optimal
power splitting ratios under both imperfect and perfect CSI. In [23], the problem of secure
energy-efficient transmission was investigated in an artificial-noise (AN)-aided SWIPT
system with imperfect CSI.

Many works has focused on the research of secure energy efficiency (SEE), [24] examined
the SEE in a multirelay DF scenario. Another study, [25], investigated how resources could
best be allocated to optimize SEE in a scenario with multiple antennas at the legitimate
transmitter. The study considered various CSI assumptions. Afterwards, in [26], the authors
aimed to maximize SEE in cooperative networks with partial secrecy requirements.
Furthermore, in [15], the SEE was sought to be maximized under a constraint on transmit
power by optimizing the transmit power in power beacons (PBs) and the time-switching factor
for WPCN.
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Our paper builds on these studies by focusing on the impact of imperfect CSI on Physical
Layer Security (PLS) for Wireless Powered Communication Networks (WPCN). Specifically,
our work takes into account imperfections present in practical communication environments,
making it more closely aligned with practical scenarios. Additionally, we examine the impact
of imperfect CSI on the secure performance of WPCN, which complements existing work that
has largely focused on perfect CSI [15]. As such, the main contributions of our work are as
follows:

o For the multiple relays-assisted WPCN, by means of the best relay selection strategy, the
influence of channel estimation on the secure transmission has been explored, in which
the scenario including perfect CSI and the imperfect CSI has been discussed, respectively.

o We infer the closed-form expressions of SOP for perfect CSI and imperfect CSI under the
linear EH model of WPCN. Moreover, in order to provide more practical guidance, the
search method is used for solving the problem of maximizing SEE under the limited
power of PB.

e The correctness of our derivation is verified by simulation results. The dominating role of
the channel estimation on secure WPCN has been revealed with the help of analyzing the
effects of relevant parameters including the time-switching factor, the energy conversion
efficiency, and channel correlation coefficient on secrecy performance. It is worth noting
that the dominating role should be paid much attention in practice.

The rest of this paper is arranged as follows: Section Il introduces the system model,
followed by Section I11, which derives explicit expressions of SOP and SEE. Then, Section IV
presents numerical results. Finally, we conclude in Section V.

2. System Model

Fig. 1 illustrates a communication scenario where a source sensor S sends confidential
information to the base station D with the help of several relay sensors R ,ne{,2---,N}. A
passive eavesdropper E , with no restrictions on its ability to eavesdrop, and commonly
assumed for information-theoretic security, is also present in the communication channel. Due
to serious fading between $ and D , there is no direct link from S to D [27, 28]. To overcome
this limitation, both S and D obtain energy support from multiple power beacons via
wireless power transfer (WPT) for wireless information transfer (WIT). All nodes in the

system have a single antenna, and the wireless channels are assumed to be independently
Rayleigh-distributed [2].
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Fig. 1. System model

The power gain of each channel is exponentially distributed with parameter 4,,, where
Y €{S,D,E,R } and X {B,S,R }. Gaussian white noise is added to the channels at R, and
D with variance N, and zero mean. Similarly, the AWGN at E has variance N, and zero
mean. For the sake of mathematical modeling simplicity, B—»S, s >R , B—>R , S>E,
R,—»D, and R, —E are denoted as h, .This assumption is commonly used in wireless-

powered communication networks (WPCNs) due to the complexity and variability of the
wireless communication environment (e.g. [29-31]). Although exact channel estimation on
practical channels can be difficult, our assumption can simplify the analysis and lead to more
intuitive conclusions, making it a suitable foundation for investigating real-world complex
communication problems.

A Transmission Block Time 77—

Time

af X (l-ayT/2 T (-e)T /2

] wermime (B>S.R)
|:| WIT Time (S> R, ,E)
|:| WIT Time (R, > D ,E)

Fig. 2. Time-switching relay protocol

h 4

1) As shown in Fig. 2, the time for WPT is aT and the time for WIT is (1-a)T , where
is the time-switching factor and « < (0,1) . The energy harvested at sensors is fully consumed
to send information in the WIT process [32]. Therefore, the energy harvested at R, and S can
be shown as:
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2
ERn =nPal |hBRn| ' 1)

Es =nhaT |th |2 ' 2)

where 7 is the energy efficiency coefficient and10% <7 <80% [33], P, is the transmission

power at PB, || and |hBRn|2 are power gains of the channels form PB to R, and to §,

respectively. Then, the received energy is used to transmit information in the rest time. As in
[34], the harvested energy from noise is negligible. The reason is that the received power at
sources contributed by PB is far more than the received noisy power.

2) In the second duration of (1-«)T /2, the relays R, get the information from the source.

In this time, the channel fading coefficients remain constant [35]. Thus, the transmit power of
S can be given by

2na
P :mps|hss|2f (3)

3) Inthe last duration of (1—«)T /2, the destination D receive information from the relays
R, . Similarly, the transmit power of R_is

PR" = f_LZ Py |hBRn |2 : (4)

Form (3) and (4), we can get SNR of R and E in the second hop and SNRof D and E
inthe lasthope.g., .+ 7+ 7no @Nd 5, . @S

2
_ P |hSR,,| _ 2na

2 2
i .
2 2
:7B§O|hBS| |hSR"|
PR 2
where y, = N & T
So the other SNRs can expressed as the same:
2 2
Vse :7E§0|hBS| |hSE| (6)
2 2
Vr,D =7/B§O|hBRn| |hRnD| (7)
2 2
VR,E :7/E§O|hBRn| |hRnE| (8)

Lemma 1: If X, , ke{l---K}, is a random variable that follows an independent and
identically distributed exponential distribution, the probability density function (PDF) and the
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cumulative distribution function (CDF) of X = knﬂ%}{xk} can be shown as [34]

f (X) = KA, e (L—e )< 9
Fe () = (L—e )" (10)
Here, using BRS scheme, the selected relay R is shown as:

R —arg max hSRn|2} (1)

Rne (Ry---Ry)

2
H

2

h

Hence, the |hSR; we| |hR;D|2 are exponentially distributed with parameters A, 4,

o » FESPectively. From Lemma 1, the PDF of |hSR* |2 can be derived as

f o (X)= NAge = (L-e )N (12)

h_«
SRy

It is worth noting that there is an inverse relationship between the exponential distribution
parameter and the mean channel gain.

Obtaining accurate channel estimation is challenging due to the complex channel
environments. Previous research [36, 37] has highlighted that there are bound to be errors
between the estimated and actual channel values. To account for this, we can use the following
mathematical model,

hs, =‘/ghsran tV1-gAhg (13)

where ¢ €[0,1] represents the correlation coefficient between the actual channel value n_,
and the estimated channel value hs, , ah, IS a Gaussian random complex variable with the
same distribution as n_, . It is worth noting that a lower value of . indicates a greater error

in CSl estimation. Conversely, a value of ¢ =1 corresponds to perfect CSI.

Remark 1: In reality, each communication channel has a situation where the CSI estimation
is imperfect. In particular, we focus on the simple scenario of whether the estimation of the
link relay selection is ideal or not. Despite its simplicity, this simplified scenario makes it easy
to draw more obvious conclusions.

3. Secure Performance Analysis

The comprehensive secure performance analysis of WPCN with the perfect and imperfect CSI
is provided in the section.
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3.1 Secrecy Outage Probability
As shown in [38], the achievable secrecy rate of the dual-hop system in WIT is indicated as

R, = min(Rg,,Rs) (14)

where r. and r, are the achievable secrecy rate of the second and the last hoop. Here,
(1-a)T /2 is the transmission duration of WIT, so r, and r; can be expressed as follows:

1—0!_ 1+7SR* T
Ry = | n 15
1 o )
| 1+y.. '
Ry _La log, i (16)
2 2 1+ 7 e

where [x]* = max(x,0) , then the achievable secrecy rate of R, can be indicated as

_ 1+y . 1+y.
R, :%Iog{min{ﬁ ﬁD (17)

1+y "1+ Vece

As an important indicator for measuring the performance of secrecy, SOP is regarded as a
kind of probability which the achievable security rate R, is lower than the predetermined

security rate threshold R, .So the SOP under each scenario Psisufh) can be express as

P =Pr{Rs <R, }
— l-« . 1+75R* 1+7R'D (18)
=Prqy——Ilog, | min L — | I<Ry
2 1+ ye l+7/R;E

where sch € (p,ip) , and P denotes the perfect CSI estimation, ip means the imperfect CSI
estimation.

1) SOP under perfect CSI
According to (18), the exact SOP in the considered WPCN under perfect CSI can be

formulated as
PP —1- Nl(N —1) (c1y Nédpdse  Jeodne , [ Joshog
out n=0 n 7B (ﬂSR (n +1)+ASE) /IRD +ARE /18R (n +1)1RD

xKl[z\j%s%w(n+1)JK1(zJM4RDJ
78 7B

(19)
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where Pszm is the SOP when the WIT operate in the perfect CSI, K, () is the modified Bessel

2Ry, _
function of second kind [39], p=2t«, g:(ﬂ_l)(l_“):(ﬂ_l) " 7 _B . Ase _ e ,
2na S0 N, B
Tre =22
B
Proof: The proof can be found in Appendix A. [ |

2) SOP under imperfect CSI

Furthermore, according to (19), the exact SOP in the considered WPCN under imperfect CSI
can be given as

P zl_Nzl[N-lj (1) N_iSRngg m e, \//IBSABR [1+(1-&)n]
" =AL Vs [/ISR, + Ase [1+(1—g)nﬂ Arp + Are A (N+1) Az,

Zosé A (n+1) [ AgrS ]
xK,| 2 K2 Aro
[ \/ Vs [1+(1—5)n]] Ve

where PS(JE) is the SOP when the WIT operate in the imperfect CSI, & €[0,1] is the correlation

coefficient between the estimated channel coefficient hss, and the real one n_, in (12).

Proof: The proof can be found in Appendix B. [ |

Remark 2: According to (19) and (20), the number of multiple relay sensors and the
efficiency factor of EH have a beneficial impact on the SOP of the WPCN for two different
channel estimation conditions. Meanwhile, we observe that the precision closed-expressions
of SOP under perfect or imperfect CSI are the same. Basically, the single difference point is
the correlation coefficient and the secrecy performance of imperfect CSI are superior if the
correlation coefficient is higher. These discussion is analyzed and proved in the next
subsection.

3.2 Secure Energy Efficiency Maximization

In general, more energy should be consumed to improve the transmission performance. For
energy-constrained wireless sensor networks, the excessive pursuit of confidentiality would
adversely affect network performance. As in [15], the SEE, which is regarded as a ratio
between energy consumption and the secure performance, is used to be an effective way to
evaluate the secrecy performance of WPCN. Hence, the SEE can be shown as

R, (1P
o Sl (1)

total

where P, isispowercostinallatPBand p,, =«P, + P, « indicates the power coefficient,
which is a ratio of the energy harvested by the source sensor in WIT to the transmission power

of PB. P, and p? represent the transmission power and static power of PB, respectively. It

otal
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should be emphasized that it makes full use of the energy harvested by the source sensor in
WIT, while ignoring the power cost of the circuit [40].

In order to get the best transmission power of PB, the maximum value of the SEE is
expressed as

(sch) _ Rth (1_ PS(SCh))

out

max 7

Po Ptotal

st. 0<P,<P_, (22)
O<a<l.

On the basis of numerical analysis and simulation, the optimal value of PB and & will be

obtained by using the search method [15]. For the above optimization problem of the SEE, it
can be used as a guide for actual implementation, which may be used in engineering decisions-
making.

Remark 3: From (19) and (20), we find that the higher transmission power in PB, the better
the performance of secrecy in the system. However, according to (22), the increased
transmission power has an adverse effect on the SEE. In addition, the raised factor of time-
switching can improve the SOP while lowering the performance of communication in system
due to the fewer time of WIT. Therefore, it is more practical for the WPCN by optimizing the
time-switching factor and transmission power in order to maximize the SEE.

4. Simulation Results

This section will verify our theoretical results via Monte Carlo simulations, and the discussions
about the SOP and SEE of WPCN are provided. Specifically, both scenarios including perfect
CSI and the imperfect CSI are considered for linear energy harvesting (LEH). The simulation
parameters are set as follows: N =3, R, =0.1 bits/s/Hz, =08, £=0.8, 5, =30 dB.

Meanwhile, A = Ay, = A = A, =1. Furthermore, A, = Al , Ay = A1, the value of | is
considered from -10dB to 50dB in this section. As in [15], we use r = A, /4, to express the

ratio of the primary channel to the eavesdropping channel. Obviously, It is evident from the
following figures that the theoretical curves align closely with the simulation results, providing
confirmation of our analysis.

Fig. 3 shows that the higher value of ., the better performance of SOP. The reasons are as
follows: with the increase of capacity difference between the main channel and eavesdropping
channel, the secrecy capacity of system is enhanced. Additionally, we observe that the
correlation coefficient . has a positive impact on the SOP performance, where a higher value
of . corresponds to better SOP, because of the larger value of . means that the imperfect
channel is much more closer to the perfect channel, which brings less influence to the secrecy
performance of WPCN. Therefore, it can be found that imperfect CSI has great influence on
the security of WPCN.
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Fig. 3. SOP versus . for various ¢
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Fig. 4. SOP versus y, , where & =0.8

Fig. 4 plots the SOP performance with different various y, under perfect and imperfect

CSI. We can see that the enhancement of SOP is attributed to the power of the PB, as higher
power results in larger secrecy capacity. It is evident that perfect CSI outperforms imperfect
CSl in terms of secure performance across the entire range of 5, . In fact, € =0.8 means the

channel estimation is not ideal, which reflects the gap of secrecy performance.
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Fig. 5. SOP versus «

Fig. 5 shows the impact of the time-switching factor on SOP for different CSI. It can be
observed that with the increasing of . , SOP decreases first and increases then. Specifically,

when o =a,,,..» WPCN has the best security property (e, ~0.75 here). This is because
when o <a,,,., , WPT dominates the secrecy performance of WPCN; by contrast, when
& > dyyng + Which means the duration of WIT is shorter, the communication interruption

probability will be increase. Meanwhile, the simulation results clearly show that the secrecy
performance of the WPCN is better under full CSI than under imperfect CSI.

16

14 ° LEH-P Simulation € =1,08,06,04
x LEH-IP Simulation

Numerial Analysis

12

10

SEE

0 1 1 1 1 L 1
-10 0 10 20 30 40 50

T (dB)

Fig. 6. SEE versus . for various ¢
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Fig. 6 shows the impact of . on the optimization of SEE by the exhaustive search method.
First, SEE improves with the increase of ; and then it tends to be stable. This is because, when
- reaches a certain value, SEE is limited by other system parameters, like the transmit power
of BP. Moreover, it can be easily observed that the better channel estimation, the better security
performance of WPCN.

15

©  LErP Simulation

LEH-IP Simulation
14 || x
Numerial Analysis

13

12

11

SEE

10

€- 1,08,06,04

Fig. 7. SEE versus N for various .

Fig. 7 shows the impact of the relays’ number N on the SEE with 7 =20dB . We can see
that SEE improves with the increase of N . This is because, the larger number of relays, the

higher secure performance can be obtained. Moreover, it can be easily observed that the better
channel estimation, the better SEE performance of WPCN.

5. Conclusion

In this study, we investigate the performance of Physical Layer Security (PLS) for Wireless
Powered Communication Networks (WPCN) under the linear Energy Harvesting (EH) model
and imperfect Channel State Information (CSI). Specifically, we derive closed-form
expressions of Secrecy Outage Probability (SOP) in the presence of passive eavesdroppers.
Additionally, we solve the optimization problem of Secure Energy Efficiency (SEE) by
utilizing a search algorithm while taking into account the constrained transmission power of
Power Beacon (PB). Simulation results are provided to validate the accuracy of our derivations
across all regions. Our findings demonstrate that imperfect CSI significantly impacts the PLS
performance of WPCNSs. In future work, we plan to analyze the impact of imperfect CSI under
the nonlinear EH model.
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Appendix A. Derivation of Eg. (19)

From(18), the P can be shown as

Py =1-F {Cgl > Rth} P {ng > Rth} (23)

With the help of (4), (5), (6), the expansion can be derived as

1-«a 1+ ys.
PriC? > =Pr{——=lo >
{CL > R} {2 v Rm}

~Pr{ys. > Bree +5-1)

2
Ps |z . P. |h |2
-p W s |''sE 1 24
r{ o AT (5 (22)
2na Ps|h 2 2
=Pr{i7_a B!\l:S| (hsren* _ﬁ|hsE|2>(ﬂ_1)j}

=Pr{|th|z>i}: omexp{—lBsg z}fz(z)dz

VB

2 -1)(1-
_ﬁthElz' ‘)::(ﬂ 2)( a)' 7B:i'
na

As result in [32, eq.(39)] and use (12), the PDF of z is further shown as

where 7 —|n

SR
n

+o0 1
fz(z):_[O fhSth (z+y)E f‘hSE‘2 [%de

e —Agr(2+ g (zey) YV 1 e
= [ NAge = y>(1—e‘s< y>) E(l—e "’]dy (25)

=N-1 n N A, ZSE
= 1) —— R exp(—Ae, (N+1)z
n—o( n j( ) ASR(n+l)+isg p( SR( ) )

where As :% . Then replacing (25) with (24) and in the use of (3.324.1) in [39], we can get

4 )l’BSé:

“(N-1 n NigAse o0 4
PriC? > = -1y —— R | exp| - B A, (n+1)z |dz
164> o} Z[ n j( Urerere s S el

=N1(N—l)(_1)n N//LSRESE_ 2\/ Assé K 2\/18351 (n+1)
|\ n dg(N+D)+ 2 \7pden(+D) (7 75

(26)
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In addition, we use the above mentioned method to get the refined expression of
Pl >R,} as

2 I+y, ¢
h 2
d
2no "B BR. 2 2
-pri 212 21 (h e j>(/;_1) 7)
2 +00
=Pr4|h LS exp LMY (v)do
BR . v
" UYg Ve

“1)(1- g A
where , — ‘ _(#-Y)(-a) B and f (v)=—"2—=—exp(—4y,v) .
v=|h h ¢ 2na s N ( ) o+ Ane p( RD )

-

R.D R .E
n n

Consequently,

Pr{c? >R, =Mjo*wexp[—4’1j§/u—zmujdu
B

Ao + Are
_ ARD I_RE 2 ﬂ’BRg Kl 2 ﬂBRf A’RD
Ao +Are \ Ve ro i

By substituting the (26) and (28) into (18), after some mathematical manipulation, we have
(29).

(28)

Appendix B. Derivation of Eg. (20)

Following the same line of derivation used for P, from (18), F’Sioput can be expressed as
PP =1-P{C¢ >R, |P{CE >R, (29)

We can use the same way in Appendix A to get the PF{C;‘E > Rm} and Pr{C;‘: > Rm}, but there

are some differences in this proof, which are pointed out in Remark 2. Moreover, it is necessary
to use (13) for the expression of the imperfect CSI estimation. For the convenience of channel
estimation, ¢ is only considered in first duration of WIT. The expansion can be derived as
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) _ 1+ Asr.
Pr{C >Ry} =Pr|*"%log, = " > g,
2 1+yg

= Pr{ZSR{ > Bree + —1} (30)

2 4 0 /1555
—Pr|hy [ > L= _fs [l (2)d
r{| s | >zyB} .[o exp{ ” /z} (z)dz

Firstly, the same as Appendix A, the PDF ¢, (z) in this process can be shown as

where z =|s. |~ gl

o0 1
f,(2)=] - (2+3) 5 f (%j dy (31)

where f‘i \2 (y) and f, ‘z(y), which are the PDFs of |ESR*|2 and |he|", respectively, can be
hsr « SE n

shown as

=L 32
ot =1 O (0 32)

f\hsg\z (¥)=Age ™ (33)

Correspondingly, the joint PDF f . (Y, x) of |HSRH*|2 and * is given by [41], and

‘2

hge .
n

‘hsp M hee
n n

the conditional PDF can be obtained as

()= exp(‘”“* (V”X)JIO{M”W] (34

‘2

-7 @)

‘hSR .
n

hSR *
n

Hence, the PDF ¢ : (y) can be obtained as

sy
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. (x)dx

f .
‘ SR ‘hSRnx‘

‘2 (y) = I:O f hSRn*

:J';w(ﬂSR exp(_lSR(ergX)jl{Z%R gyXJ.NﬂSRe’GRX(l—e‘SRX)N_ldx

(1-¢)

e B ) >

jo"”e*ax|0(2m)dx=ieXp[ﬁj N-1ON —1 n ) A (n +l)
e e ) SR _®R y
- NZ[ n j( Y 1+(1—s)nexp( 1+(1_5)nJ

n=0

By substituting the (35) and (33) into (31), after some mathematical manipulation, we have
f,(z) as follows.

e

n n+1)+Ase [1+(1-&)n]

Hence, by substituting the (36) into (30), after some mathematical manipulation, the
PF{C;‘; > Rm} can be obtained as

A58
o _N*1 N-1 Ly N/?.SRESE o[ _T_;{SR(I’]+1)Z
Pr{C51>Rth}_§[ n ]( Y lSR(n+1)+ZsE +[1+@-€)n] JO exp 47 1+(1—g)n)dz
HIN-1 N A, ZSE
= -1)" SR 37
nz;'( n J( Y g (N+1)+ Ase [1+(1-£)n] (37)

S
_

Yelds(N+1) 7B |:1+(1_8)n:|

ABS§[1+(1_g)n]K1{2\/iBs§ )’SR(n-’_l) ]

We can easily get that
Pr{C? >R, |=Pr{CL >R,| (38)

With the help of (37) and (38), we have Ps,ifm in (20).
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